UBND TINH THAI NGUYEN CONG HOA XA HOI CHU NGHIA VIET NAM
BAN QUAN LY CAC KCN Poc 1ap — Tw do — Hanh phuc
TINH THAI NGUYEN

S6: 361 /BQL-VP Thai Nguyén, ngay 03 thang 02 nam 2026

Vv canh bao phuong thirc tan cong
mang nham vao cac van phong co
quan, doanh nghi¢p

Kinh guri:
- Cac phong chuyén médn, don vi thudc Ban;
- Céc doanh nghié¢p trong khu cong nghiép.

Ngay 30/01/2026, Ban Quan ly cac khu cong nghiép tinh Thai Nguyén
nhan duoc Cong vin s 571/CAT-PAO5 cia Cong an tinh vé viéc canh bao 15
hong thue thi ma tir xa cia Window Server Update Service (WSUS).

Qua cong tdc dam bdo an toan, an ninh mang trén dia ban tinh, Cong an tinh
Thai Nguyén phat hién 15 hong nghiém trong CVE-2025-59287 thuc thi ma tir xa
cia WSUS. L6 hong dugc phat hién trong Dich vu Cap nhat may cha Window
ciia Microsoft, 16 hong nay bat ngudn tir viée “giai ma dir liéu khong an toan
d6i voi dir liéu khong dang tin cay”. LS hong nay chi anh huéng dén cac may
chu da bat vai tro May chu WSUS, cho phép doi tuong thuc hién tin cong thuc
thi ma tu xa (Remote code Execution -RCE), khong can xé4c thuc, thuc thi ma
tly ¥ v6i quyén hé thong trén cdc may chu bi anh hudng.

Nham dam bao an ninh mang cho hé théng thong tin cua cac don vi, gop
phan bao dam an ninh mang trén dja ban tinh, Ban Quan 1y cac khu cong nghiép
tinh Thai Nguyén dé nghi cac phong chuyén mén, don vi thudc Ban va céc doanh
nghiép trong khu cong nghiép phdi hop trién khai mét sé ndi dung sau:

1. Kiém tra, ra soat va xac dinh may cha st dung phién ban Window c6 kha
nang bi anh hudng. Thuc hién cdp nhat ban va bao mat cho cac may bi anh hudng
theo hudng dan ciia Microsofft.

2. Tang cudng giam sat va sin sang phuong an xir Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
kip thoi ctia cac co quan chirc ning va céc t6 chirc 16n vé an ninh mang dé phat
hién kip thoi cic nguy co tin cong mang.

3. Phéi hop chit ché voi Cong an tinh, Ban Quan 1y trong cong tac dam bao

an ninh mang, an toan thong tin. Qua trinh thyuc hién néu gap kho khan, vudong



mic hodc trong trudng hop ghi nhan, phat hién dau hiéu tin cong mang khai thac

16 hong bao mat trén, dé nghi lién hé ngay véi Cong an tinh (qua Phong An ninh

mang va phong, chdng tdi pham sir dung cong nghé cao, B/c Pai iy Tran Thé

Hao, SPT: 0977.330.195) dé phdi hop xur 1y.

(C6 Céng van s6 STLICAT-PAOS ngay 30/01/2026 ciia Cong an tinh giri kém theo)

Ban Quén 1y cac khu cong nghiép tinh Thai Nguyén dé nghi cic phong

chuyén mon, don vi truc thudéc Ban va cac doanh nghiép trong cac khu cong

nghiép quan tam thuc hién./.

Noi nhin: KT. TRUONG BAN
- Nhur trén; PHO TRUONG BAN
- Lanh dao Ban;

- Trang thong tin dién tir;

- Luu: VT, VP.
(Quynh. /PB) &J/
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